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0107101 

 
 

Calculus I 

Topics in this course include a brief review of functions, foundation of 

trigonometry functions and its graphs, Limits and continuity, the concept and 

methods of Differentiation, curve sketching, maximum-minimum problems, 

related rates, Mean Value Theorem, the concept of anti- 
derivative, Riemann integral, logarithm, and exponential functions 

 
 

0107104 

 
 

Calculus II 

This course covers the following topics: applications of definite integrals to 

calculate volumes and lengths of plane curves, and area of surfaces of 

revolution, techniques of integration, first order differential equations, infinite 

sequences and series, power series, parametric equations, polar 
coordinates, vectors and the geometry of space. 

 
 

0107102 

 
 

Linear Algebra 

The course material consists of the following: 
Linear equations, Gaussian elimination, Matrices, Algebraic properties of 

matrix operations, determinants, vector spaces, subspaces, basis and 

dimensions, Linear dependence and independence, Linear transformations, 
eigenvalues and eigenvectors. 
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0107103 

 

 
Probability 

Theory and 

Statistics 

This course covers a progression of topics from introduction to statistics, 

constructing and interpreting graphs, measures of central tendency, measures 

of dispersion (or variation), measures of position, linear regression and 

correlation analysis, the fundamental principle of probability, discrete 

probability distributions and Continuous (i.e. normal) distribution, and 

Estimating Single 

Population Parameters (confidence interval estimation). Applications and 

problem solving are emphasized. 

 

 

0107201 

 
 

Introduction to 

Numerical 

Methods 

This course provides an overview of the practical experience in utilizing 

algorithms for solving numerical problems arising in applied sciences. Topics 

covered will include solution of linear and nonlinear systems, curve fitting 

and least square line, numerical differentiation and integration, solution of 

differential equations and system of linear Algebraic equations, Interpolation 

and polynomial approximation. A computer will be utilized in 
solving problem assignments. 

 

0108103 
 

Physics I 
This course covers: Introduction to the concepts of vectors, motion in one 

dimension, motion in two dimensions, Newton's laws of motion, circular 
motion, work and energy, and potential energy. 

 

 
0102220 

 
 

Introduction to 

Programming 

This course introduces principles of computer programming using Java as a 

programming language. The course introduces the concept of algorithms and 

trains students to compile, run and debug java programs. Also, the course 

includes topics such as simple data types; operators and expressions; 

variables; input and output; control structures (conditional and repetition 
statements); methods; libraries; arrays and some of their applications. 

 

 

0107200 

 

 
Discrete 

Structures 

The course covers how to formulate and represent problems mathematically, 

think logically and apply mathematical techniques for solving such problems. 

To this end, students will learn logic and proof, sets, functions, induction and 

recursion. The course will also cover some combinatorial principles and 

methods such as counting, permutation and combination. Key topics 

involving discrete probability, Boolean algebra, graphs and trees are 
also covered. 

 

 

0102221 

 

 
Object Oriented 

Programming 

This course provides students with deep understanding of object oriented 

programming concepts. Topics covered include classes, objects, Instantiation, 

methods, and instance variables, I/O, encapsulation, static fields and static 

methods, overloading, constructors, scope of declarations, overriding, 

composition, Java API packages, inheritance, garbage collection, 

polymorphism, final methods and final classes abstract classes and methods, 
interfaces, and introduction to GUI. 

 

 

0102330 

 

 
Database 

Systems 

This course introduces the basic concepts of databases, which include 

database system architecture; entity-relationship model; hierarchical, 

network, and relational data models; functional dependencies and normal 

forms. Design, implementation, and optimization of SQL query languages; 

and security and integrity. Explore XML, the de-facto standard to exchange 

data in the internet. Introduce students to usage of databases through the 
Internet by using specific languages for purpose such as PHP. 

 

0102420 
Web 

Development 

This course introduces the basics programming and scripting languages for 

the Web development. It covers basic concepts of the World Wide Web 
(WWW), HTML 5, CSS 4, JavaScript 1.8, XML, and PHP 7. 

 
 

0102331 

 
System Analysis 

& Design 

This course introduces the object-oriented analysis design using Unified 

Modeling Language (UML), which includes the unified process development 

cycle; use case analysis; dynamic and static diagrams; object oriented   

principles (encapsulation, inheritance, polymorphism), d e s i g n  
principles (coupling and cohesion) and design patterns.  The course includes 



Course 
Code 

Course 
Name 

Course Brief Description 

  a large-scale software-development project. 

 

 
0102450 

 
 

Computer 

Networks 

This course introduces computer network uses, computer network 

components and classifications. Further this course covers computer network 

architectures, network Layers; network access; physical layer and data link 

layer, network layer, transport layer and application layer. 

Furthermore, the course will introduce IP Addressing, sub-netting and 

computer network security. 

 

 

0102270 

 

 
Data Structures 

and Algorithms 

This course introduces the basics of data structures such as Bags, Abstract 

Data Type, trees, heaps, stacks and queues. Stu-dents will also learn how to 

design new algorithms for each new data structure studied, create and perform 

simple operations using Recursion, sorting techniques, and ADT list. The 

efficiency of algorithms is also covered by discussing many topics 

such as motivation to measuring an algorithm's efficiency, big Oh notation, 

and picturing the efficiency. 

 

0102308 
Introduction to 

Artificial 
Intelligence 

This course covers the nature of intelligence; Problem solving; Knowledge 

and Reasoning; Uncertain Knowledge and Reasoning; and some concepts 
about learning in real life. 

 
 

0104204 

 

Computer 

Security 

Fundamental 

The course will provide the students with principles of data and technology 

that frame and define computer security and the integral role of cybersecurity 

professionals. It will provide an insight to topics such as: foundational 

cybersecurity principles, security architecture, risk 
management, incidents, attacks, and emerging IT technologies. 

 

 
0105410 

 

Cryptography 

& Computer 

Network 

Security 

This course introduces the basics of cryptography and its application to 

computer network security services and mechanisms, such as confidentiality, 

digital signature, access control, and electronic payments. Topics like, 

analysis of software and hardware implementations of 

cryptographic algorithms and network-security protocols will also be 

discussed. 

 
0103455 

Servers, 

Datacenters and 

Cloud 

Modern hardware and software infrastructure has been evolving rapidly and 

this module describes the present state both within and outside the enterprise 

by following themes of hardware; services; maintenance, configuration and 
monitoring; virtualization and cloud; and finally performance and resilience. 

 

 

 

0103413 

 

 

 
Computer 

Forensics 

This course will provide a foundation in the field of Computer Forensics. 

Topics covered include: cybercrimes and the need for computer forensics, 

privacy issues, legal codes; risks, vulnerabilities, and countermeasures; The 

course will also provide best practices for general incidence response, the 

tools and techniques to perform a full computer forensic investigation, 

methods and standards for evidence extraction, e-mail investigations, image 

file recovery, and evidence preservation. Topics such as expert witness 

testimony and deposition of legal evidence in a court of law may also be 

covered. 

 

 
0102410 

 
 

Risk Assessment 

& Management 

This course introduces the practical skills necessary to perform regular risk 

assessments and management. The course covers the following topics: 

understanding the various risks; performing risk assessment to identify threats 

and vulnerabilities; effective control and event risk management, risk 

remediation and response, and long term risk tracking plans. Latest formal 

Risk Management Models & Tools will be introduced. 

 

 
0102340 

 
 

Operating 

Systems 

This course covers the basics of operating system concepts starting from its 

history. The course covers the Processes including process and threads 

scheduling, inter-process communication, critical section problem, and CPU 

scheduling It also covers the concepts of Input/output including principles of 

I/O hardware and software, disk arm scheduling and deadlocks; Memory 
management   including   swapping,   paging,   virtual   memory   and   page 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

. 
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  replacement algorithms; File systems including File system structures, 

access, protection and i-nodes. Some examples of operating systems will be 
introduced. 

 

 

0102413 

 
 

Mobile 

Applications and 

Security 

This course covers how to develop and deploy secure mobile applications by 

implementing an effective mobile device security strategy, identify potential 

flaws in proprietary and third-party mobile OS applications. Covered topics 

include: introduction to mobile security management, developing a mobile 

device security strategy, protecting mobile devices, enhancing mobile data 

security, integrating security throughout the mobile application 
development. 

 

 

 

0102320 

 

 

 

Ethical Hacking 

The course aims to equip students with the technical skills necessary to 

identify and exploit vulnerabilities in computer systems for the purpose of 

securing them against the damaging work of hackers. Topics covered include: 

Ethical Hacking Overview, Network & Computer Attacks, Foot- printing, 

Social Engineering, Port Scanning, Enumeration, Linux Operating System 

Vulnerabilities, Hacking Web Servers, and Hacking Wireless Networks. The 

course also includes hands-on penetration testing on multiple 
OS  such  as  Unix/LINUX  and  Windows  networks  using  ethical hacking 

techniques  

 

 

 
0102500 

 

 

Cybersecurity 

Law & Policy 

The course broadly covers the national and international policy and legal 

considerations related to Cybersecurity and cyberspace such as privacy, 

intellectual property, cybercrime, homeland security (i.e., critical 

infrastructure protection) and cyber warfare, and the organizations involved 

in the formulation of such laws and policies. It also casts light on broader 

technology issues to demonstrate the interdisciplinary influences and 

concerns that must be addressed in developing or implementing effective 
national Cybersecurity laws and policies. 

 
0106320 

Data & 

Computer 

Communication 

This course provides an overview of data communication and networks. 

Topics include transmission impairments analysis (Nyquist and Shannon) and 

mediums, modulation/demodulation, Physical and Data Link Control 
layers issues, and multiplexing mechanisms. 

 

 
0104240 

 
 

Digital Logic 

Design 

This course presents the theory of number systems, binary arithmetic, 

Boolean algebra, digital circuits and systems, stressing techniques for the 

analysis and synthesis of combinational and sequential logic systems. It 

covers the operations of basic logic gates, examples of some combinational 

and sequential circuits such as adders, subtractors, decoders, 

encoders, 
multiplexers, de-multiplexers, latches, flip-flops, counters and shift registers. 

 

0102494 
Capstone 

Project I 

This course involves a significant (Final Year) design project that satisfies 

the AAU senior project requirement and ABET engineering design 

requirement. 

 

0102495 
Capstone 

Project II 

This course involves a significant (Final Year) design and implementation 

project that satisfies the AAU senior project requirement and ABET 
engineering design requirement. 

 

0102493 

 

Internship 

This course provides real world experience in Cybersecurity field. The 
internship must be off-campus and students must complete at least one 

semester of work consisting of 240 hours or 20 hour work per week 

 

 
0103415 

 
 

Big Data from 

Social Networks 

The amount of data from questionnaires and social networks has grown 

enormously. Computer tools are needed to understand what these data are 

telling us. Students will gain valuable experience in questionnaire analysis, 

and in the use of software for understanding and reporting the underlying 

messages from data sources such as social networks. They will also meet 

appropriate high performance computing techniques. 
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0103414 

 

Secure Systems 

Architectures 

and Mechanisms 

System security addresses protection mechanisms appropriate to various IT 

systems and architectures, focusing upon technologies that are appropriate 

regardless of whether a system is implemented as part of a network. These 

mechanisms and cryptographic protocols help to provide confidentiality, 
integrity of data as well as authentication and authorization. 

 
0102412 

Intrusion 

Analysis and 

Incident 
Management 

This module will examine the field of intrusion prevention, detection and 

response and the role it plays within modern information security systems. It 

will introduce key concepts in the analysis of network traffic for signs of 
intrusions, as well as the process of responding to computer incidents. 

 

 
0102414 

 

Information 

Security 

Management 

and Governance 

This module looks at the issues surrounding the management and governance 

of information security within an organizational context. Consideration is 

given to the need for related policy, analysis of risk, and the management of 

organizational assets. Coverage also includes legal and 

personnel aspects of security, giving an overview of the wide range of laws 

and regulations governing systems & information security. 

 

 
0103419 

 
 

Cyber 

Competition 

This course provides preparatory techniques for the participation in cyber 

competitions. Topics include network monitoring using Wireshark, port 

scanning using Nmap, encryption and tunneling techniques, cyber-attacks, 

cyber defense mechanisms, penetration and exploit tools, defenses against 

Malware, computer forensics and steganography. Team cooperation is 

necessary to perform and strengthen learned skills. 

 

 

 

0103418 

 

 

 

Cyber Warfare 

This course provides an overview of the rapidly changing face of cyber 

warfare and the potential impact caused from using it by military and terrorist. 

Topics covered in this course include: cyber threatscape, cyber battlefield, 

cyber doctrine and cyber warriors. The course will also cover logical, physical 

and psychological weapons related to cyber warfare. Student will explore the 

fundamentals of computer networks attacks and defense mechanisms, the 

foreign actors in computer networks operations, the impacts of cyber warfare 

on the legal systems, cyberspace challenges 
and the future of cyber warfare. 

 

 

 

 

 

 

 


